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Who W

Mission State

At St Edward's College we strive
increasingly globalised and technol
on character formation, genuin
leadership skills which will assist th
society.

About us

St Edwards is an Independent privat
Early Childhood to IBDP Sixth Form. W
students age 11 years up. Our educa
the person we are today. Whether
from our parents, grandparents, frien
the 'learning experience. Dedicated,
are the key to our success. The
throughout St Edward’s is simple. W
learn, unless there is understanding o
learning and to understand one
Understand, Learn.
At St Edward's we deliver our lessons
international methodologies.



Defining t
Privacy Po

Introduction

This Master Privacy Policy (“Pri
Policy”) relates to the wek
http://stedwards.edu.mt/ and/or
sub-website and/or ASSOCi
domains (and/or sub-domains)
http://stedwards.edumt/ hereinc
referred to as the “Site”) the ser
provided by St Edwards College,
owner of the Site, ("we", "Us"’, "
“Ourselves”, “the Foundation” an
“the College”) and any rel
software applications (‘Apps’), w
Personal Data is processed by
same (via the Site, any of Our App
otherwise) relating to You. In
Master Privacy Policy, “You" and *
and “User” refer to an identifiec
identifiable natural person being
User of the Site and/or client
rrospective client) of any of
arvices, including students an
Jspective students and their




Defining t
Privacy P

behalf of a
, iIncluding

respective parents or legal guar
minor or minors and/or in their
contact details, can be read belo

You may be reading this Privacy
You may have been directed her
privacy policies or Our other noti

Although this Privacy Policy prov
how and why We generally proc
Our Apps, or otherwise) as well
various rights, the specific
condensed policies or other not
with more focused and detaile
operations (for example, the spe
categories of Personal Data an
depending on the matter at han

Although Our goal is to alway
possible, We appreciate that |
difficult to read. However, We s
Privacy Policy (which is layere
Please do not hold back from ¢
Mnay need. For example, if You
asis We are relying on to proc
ocessing operation, We would
*h information You may need.



Applicabl
laws

As an entity established in Malt
applicable to Us in so far as You ar
e The Maltese Data Protection A
well as the various subsidiary |
‘DPA’;

e The Regulation (EU) 2016/679
Council of 27 April 2016 on the
to the processing of Personal
data, and repealing Directiv
Regulation) — the ‘GDPR'.

the above, as may be amende
he “Data Protection Laws”



What is
‘Personal DcC

“PERSONAL DATA” means any informatic
individual or that relates to an identifiable

Whenever it is not possible or feasib
anonymous and/or anonymised data
identify any Users of the Site or custom
nevertheless committed to protecting Yo
Your Personal Data at all times.

We collect Personal Data in various wa
(either when You choose to provide Us
‘ases, automatically or from third parties
‘ample when You fill in a physical form t

r services).



Personal Dat

we collect about yo

There are various categories of Personal Do
You.

1.CONTACT DETAILS:

e Name

e Surname

e Mailing address,

e Telephone or mobile number

e Email address

e REGISTRATION DATA:

e 4O username

e password

e date of birth

» country of residence
gender



2. MARKETING DATA:
e Name
e Email address
e Mailing address
* Interests
e Proof of opt-in consent (where nee
e Objections to marketing
e Website data
e Online identifiers (including IP
generated via Your browser)

3. TRACKING DATA:
e [P address
e Location Data
e GPS Data
e FINANCIAL INFORMATION:
e Bank account details
e Credit or debit card information




ADDITIONAL INFORMATION

In some cases, (for example, if
client] of Our services, via the Si
request additional Personal Data
You or for another similar lawful
the table below and/or in a cond ay have
directed You here). The additio request
from You to be able to provide Yo ;

prospective
e) We may

e More secure identification me

e Credentials/references

e Details of Your next of kin

e Certain special categories
such as health conditions/s
with safeguards in place).

Many of the categories of Per
directly from You (for example
Registration Data). However, W
DATA FROM OTHER SOURCES, |
educational establishments (b
sectors), publicly accessible da
social media platforms and othe
Personal Data about You from
confirm Your Contact Details or
Should this be the case, We will
law to further inform You about
and the categories of Personal D
are certain instances at law wh
from disclosing to You such activ
due diligence for anti-money lau




For a detailed description of the reasons why
categories of Personal Data above (and any other
Data We process) as well as the corresponding lec
doing so please see the ‘What We Use Your Pe
(Purpose of Processing)’ below.

For information/Personal Data that We may collé
via the Site, please see the Cookies section below:




Social

Media

If You choose to connect one or more of Your soc
Our Site (if this option is available) to enable

Data via social media platforms, certain catec
relating to You from Your social media account(s
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How and w

Collect

As a general rule, We do not colle
information that identifies You as an i
You choose to provide to Us such
Details and Registration Data) You pr
Site (where this is available), when
Foundation (if this applies to You), w
relating to Our goods and/or services,
offered by Us or via Our Site, such as a
by Us from time to time or even wh
(and/or Our doffiliates and/or corporat
to time (see Personal Data We Collect
Unless otherwise specified and sub
general rule, We only collect Persona
that We:
e Need to be able to provide You
request from Us
e Are legally required to collect/use
time
» Believe to be necessary for Our legi
e Believe to be necessary to protect
if Your life is at risk due to a medica
not have disclosed to us at enrolm
[ ]
For a detailed description of the re
categories of personal data as w
ground(s) for doing so, please see t
Data For (Purpose of Processing)’ belo



Personal Data re

Third Part

By providing Us with or allowing Us to ac
relating to individuals other than Yourself, Yo
that You have the authority to send Us that
authority to permit Us to access those ¢
described in this Privacy Policy.
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Purpose of
Processin

The following is a description (in a clear and pla
We use Your Personal Data for and the co
ground(s) we rely on for doing so.

For more detail on what is meant by terms
Details’, ‘Registration Data” and other categorie
used in the tables below, please see the sectio
Personal Data We Collect About You.

Please note that WHERE WE RELY ON YOUR CO
NITHDRAWN AT WILL (See Special Note on Cons



PURPOSE OF THE PROCESSING

CATEGORIES OF
PERSONAL DATA

LEGAL BASIS FOR PROCESSING

ISet up a record on our systems

Registration Data

Contact Data

Financial Information

Other Communication
Data

IContractual Necessity

Legitimate interest (to ensure we
have an accurate record)

To manage our relationship with
you

Registration Data

Contact Data

Other Communication
Data

[Transaction and Usage
data

IContractual necessity

ICompliance with the lega
obligations

To establish and investigate any
suspicious behaviour to protect our

pusiness from any risk and fraud

Registration Data

Contact Data

Identification and
IVerification Data

Log in Data

Legitimate interest (detection and
prevention of fraud)

[Subscribing to a newsletter or
mailing list

Registration Data/Contact
Details

lYour consent

[To learn about any special needs
lyou (including minors under your
lauthority) may have (for example
medical/psychological conditions
that would require our assistance -
for example, our appointment of
necessary Learning Support
lAssistants (LSAs)

Health Data

four Expliat Consent

Evaluating Your
application(s)/requests You send Us|
to use/receive any of Our services
ncluding signing up individuals to
be students at Our College
INB [see Automated Decision-

Making section below to learn
about how We evaluate certain

requests by solely automated
means|

Contact Details/ Next of
Kin
details/references/profiles

jContractual Necessity

[To monitor our premises via CCTV
for security purposes

CCTV footage (deleted
after 7 days)

Legitimate Interests

If you are a member of our
foundation, to carry out our
egitimate activities as a registered
foundation

(w
(W

ith appropriate
safeguards) in connection with the
operation of the foundation itself
and related purposes (particularly

n the education sector)

Special categories of
personal data (for
lexample, trade union
membership) relating
lsolely to present and past
members of the St
Edwards Foundation who
have regular contact with

the foundation

Legitimate Activities (as a
foundation) as per Article 9(2)(d),
ICDPR

Your consent (to be able to
[disclose your personal data
joutside the foundation)




PURPOSE OF THE
PROCESSING

CATECORIES OF PERSONAL
DATA

LECAL BASIS FOR PROCESSING

Maintain records on our
systems

Registration Data

Contact Data

Financial Information

Other Communication Data

Contractual necessity

Legitimate interest [to ensure we have an
accurate record)

Continue to manage our
relationshipwith you

Registration Data

Contact Data

Financial Information

Other Communication Data

Transactionand Usage data

Contractual necessity

Compliance with the legal abligations

To contact you for academic
update purposes

Contact Data

Legitimate Interests

To monitor and assess your
academic progress

Registration Data

Personal Data generated in
the College’s day-to-day
interactionswith
students/data subjects

Legal Obligation

To organie functions and/or
activities of both curricular
and extra-curricular activities

Registration Data
Contact Data

Legitimate Interests

Insome cases, where the activities are
completely optional and dependent on your
choosing to attend, we may ask for your
consent.

Your being able to participate
inanonline survey or poll

Registration Data/Contact
Detaik

Your consent

Comply with legal and
regulatory obligations

Contact data

Legal Obligation

To pass on certain information
to publicauthorities
[including the National
Statistics Office)

Registration Data
Contact Data

Examination/test results

containing personal data

Legal Obligation




CATECORIES OF PERSONAL
DATA

LEGCAL BASIS FOR PROCESSING

To process and manage
payments transactions (where
applicable)

Financial Information

Contractual necessity

To be able to continue
providing You with some or all

Qur services - especially

educational services

Registration Data/ Contact
Details

Contractual Necessity

Subscribing to a newsletteror
mailing list

Registration Data/Contact
Detaik

Your consent

To be able to pravide You with
marketing material that You
may have requested from Us
or that We may be authorized
at law to provide to You

Marketing Data

Your Consent [where we nead this)

OR

Our lkegitimate interests [where we don't
need Your consent)

To continue to attend to Your
special needs if you have
health issues that we know
about [forexample
medical/psychokgical
conditions).

Health Data

Your Explicit Consent

OR [depending on the circumstances of the
case)

Vital Interests (where no consent would be
required]

If you are a member of our
foundation, to carry out our
legitimate activitiesas a
regstered foundation [with
ap propriate safeguards) in
connection with the operation
of the foundation itselfand
related purposes [particularly
inthe education sector).

Special categories of personal
data [for example, trade union
membership] relating solkely tof
present and past members of
the St Edwards Foundation
who have regular contact with
the foundation

Legitimate Activities [as afoundation] as per
Article 9(2](d), GDPR

Your consent [to be able to disclase your
personal data outside the foundation)

To monitor our premises via
CCTV for security purposes

CCTV footage [deleted after 7
days)

Legitimate Interests

To record lessons in

exceptional cicumstances
and share them with students)
to facilitate distance learning

Audio-visual recordings of St
Edwards teachers and staff;
and possibly of students’
voices, unless the latter can be
avoided

Contractual Necessity




Special note on

Consent

For the avoidance of all doubt, We would lik
those limited cases where We cannot or ¢
another legal ground (for example, Our leg
will process Your Personal Data on the bas
some cases, We will require Your expliCit ¢
when, on the basis of Your explicit consent
categories of data concerning You such
Religious beliefs, or, in those instances whe
School Counsellor are involved, informatic
orientation are involved or data that reveal
origin (what was previously referred to as ‘se
that might be needed as part of Our
application for enrolment with Our college
disclosing to Us any medical or psycholo
would require Us to take certain precautions
arrangements (for example, the appoin
Learning Support Assistants (LSAs).



Special note on

Consent

In those cases where We process o
(which We will never presume but whi
a clear and manifest manner from Y
WITHDRAW YOUR CONSENT AT ANY

manner as You shall have provided it t

Should You exercise Your right to wit
time (by writing to Us at the physical
will determine whether at that stag
exists for processing Your Personal Dat
of a legal obligation to which We are
legally authorised (or even obliged) to
without needing Your consent and if s

When We ask for such Personal Dat
however should You decline to provide
We require to provide requested servi
be able to provide You with such serv
the only legal ground that is available

Just to clarify, consent is not the onl
process Your Personal Data. In the la
We pointed out the various groun
processing Your Personal Data for spe



Accuracy of
Personal Data

All reasonable efforts are made to keep any Personal Dt
hold about You up-to-date and as accurate as possible
check the information that We hold about You at any ti
contacting Us in the manner explained below. If You fine
inaccuracies, We will correct them and where required,
as necessary. Please see below for a detailed list of You
in terms of any applicable data protection law.



Confidential Data

Identify Person]

Direct

Marketing

IWe only send mail, messages and other ¢
to marketing where We are authorised tc
cases We rely on Your consent to do so (e
electronic communicotions). If, at any time
receive direct marketing communications
know by contacting Us at the details
preferences on any of Our Site(s) or Apps (

In the case of direct marketing sent by elec
(where We are legally authorised to do s
easy way of opting out (or unsubscr
communications.

Please note that even if You withdraw an
given Us or if You object to receiving
material from Us (in those cases where
consent), from time to time We may still n
important communications from which Yo



Transfers to

Third Co

As a general rule, the data We proc
the Site, any of our Apps or otherwi
processed within the European Uni
Area (EEA) or any other non-EEA co
European Commission to offer an
(the so-called ‘white-listed’ countri
https://ec.europa.eu/info/law/law-

In some cases, it may be necessar
Personal Data to a non-EEA countr
European Commission to offer an
(for example to one or more of Our
there). For example, for the implem
transaction it can be necessary th
Data to banks outside the EEA. We
student data with other schools an
world. Our policy is to be as transp

In such cases, apart from all appro
implement, in any case, to protect
put in place additional adequate
have ensured that the recipient is
Contractual Clauses (the EU Model
Your Personal Data as though it we
are entitled to obtain a copy of the
as explained below.



Internet
Communic

You will be aware that data sent via the In
transmitted across international borders €
receiver of information are located in the ¢
cannot be held responsible for anything d
done by You or any third party in connecti
Data prior to Our receiving it including but
transfers of Personal Data from You to Us
lower level of data protection than that in
Union, and this, by any technological mea
example, WhatsApp, Skype, Dropbox etc).

Moreover, We shall accept no responsibi
whatsoever for the security of Your data
through the internet unless Our responsi
from a law having effect in Malta.
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Authorised
Disclosur

Without prejudice to anything conta
the interest of full transparency, We
otherwise process) any relevant Per
We may be processing (including in
addresses) to authorised third parti
disclosures are allowed under the D
not You have provided Your consent

1.For the purpose of preventing, d
example, if You provide false or d
Yourself or attempt to pose as s
any information We may have a
to assist any type of investigatio

2.in the event of the College being
restructure, acquisition, joint ven
similar event analogously applic

3.to protect and defend Our rights
safety, or those of Our dffiliates,
own;

4.to protect against abuse, misuse

5.for any purpose that may be nec
any agreement You may have e
request for provision of services
steps at Your request prior to ent

6.to comply with any legal obligati
response to any Court subpoena
for Personal Data; or

7.as may otherwise be specifically
any applicable law (for example,
legislation).



Sharing of personal data
categories of recipients

Relevant data will also be disclosed or s
all cases in line with the Data Protection
staff of the College, and/or to/with affilic
contractors established within the Eurog
of the purposes listed in this Privacy Poli
services providers who facilitate the fun
any service You may require). Personal |
shared by Us to provide the services Yo
other lawful reason (including authorize
Your consent).

Any such authorized disclosures will be ¢
Data Protection laws (for example all ©
contractually bound by the requiremen
Laws, including a strict obligation to kee
receive confidential and to ensure that t
are also bound by similar obligations).
processors) are also bound by a numbe
particular, Article 28 of the GDPR).

Your Personal Data will never be shared
marketing purposes (unless You give Yo

The third parties who We may disclose t
Data with are, at the date of this Privacy

DATA PROTECTION



CATEGORY OF
RECIPIENT

PURPOSE OF PROCESSING

Cloud Service

Providers

Hosting of data under state-of-the-art security
protocols and our exclusive control

IT Service Providers

Maintenance and support of our IT
systems/Website(s) - with restricted access and

under our strict controls

Auditors

Compliance with our auditing obligations — with
access granted only to essential personal data

Legal Advisors

Compliance with our legal obligations or when
necessary for the establishment, exercise, or

defence of legal claims.

Other
schools/educational

establishments

To coordinate student-exchange programmes or
facilitate student mobility when required to do
so (for example, at Your request) or to provide
references/character assessments and similar

checks.

Credit Agencies

To inform such entities of any defaulting debtors

Transport Providers

To enable such companies to offer their services
tostudents

Public Authorities
(including the

National Statistics

Office)

Compliance with legal obligations and only after
verifications are made into necessity of
disclosure.




Security
Measures

The personal information which We
affiliates/ partners/ subcontractors as
securely in accordance with Our inter
We use reasonable efforts to safegua
and/or all Personal Data that We ma
regularly review and enhance Our tec
procedures so as to ensure that Your

-unauthorised access

-improper use or disclosure
-unauthorised modification
-unlawful destruction or accidental lo

To this end We have implemented sec
technical and organisational measure
that We may have under Our control.
processors (including specific subco
providers established within the Eurog
access to and are associated with the
are further obliged (under contract) te
Our Users’ or clients’ Personal Data as
imposed by the Data Protection Laws.

AU "J'LfLL -



Despite all the above, We canno
transmission or a storage syste
more information about Our se
the manner described below.

Authorised third parties, and ext
with permitted access to Your in
Privacy Policy) are specifically r
technical and organisational se
necessary to safeguard the Per
unauthorised or accidental disc
any unlawful forms of processin

As stated above, the said servic
are also bound by a number of
Data Protection Laws (particula




Retention
Periods

We will retain Your Personal Data o
(taking into consideration the purpo
obtained). The criteria We use to det
depends on the particular Personal
relationship We have with You (inclu

Our normal practice is to determine
EU and/or Maltese law(s) (for examp
permitting or even obliging Us to ke
certain period of time (in which case
for the maximum period indicated b
data that can be deemed to be ‘acc
ten (10 years).

We would also have to determine wh
contractual provisions that may be |
third parties and if so, what the pres
are (this is usually five (5) years). In t
relevant Personal Data that We may
against any claim(s), challenge(s) o
and/or third parties for such time as

Where Your Personal Data is no lon
securely delete or anonymise the P
Please note that certain laws oblige
data (for example, academic progr
authorities (for example, the Nation
case, such entities (as separate co
their own retention policies (which i
longer than those described above)



Processi

For research and stati

Research and statistics using User
carried out so that We may underst
needs, to develop and improve Our
philanthropic goals representative
case, We will always ensure to obta
require from You beforehand. As in
ensure to implement all appropriat
necessary.

Links to Third Party sou

Links that We provide to third-party
and We are not in any way whatso
be deemed to endorse in any way)
(including any applicable privacy p
operations of any kind). We sugges
privacy policies of any such third-p

Cookies

When You visit Our Site, We collect
Data automatically through the use
technologies.

For more detailed information inclu
and why We process such data in t
difference between essential and non-essential cookies) please
read Our detailed but easy-to-read Cookie Policy.



Minors

The Site and Our online services (entering into
College) are not intended to be used by any pe
of eighteen (18) and therefore We will never int
Personal Data from such persons. If You are un
consent, please consult and get Your parent’s «
permission to use the Site and to use Our servic

We shall consider that any Personal Data of pe
of eighteen (18) received by Us, shall be sent w
authority and that the sender can demonstraite
any time, upon Our request.

Please note that in terms of Subsidiary Legislat
may legally provide Us with consent to process
are sixteen (16) years of age or older. However,
contract with Us, You must still be eighteen (18
older as stated above.

Automated Ddecision-makin

We do not rely on any decisions taken solely b
(in other words, without significant human inte
any profiling. Should this position change in the
We may be legally permitted to do), You will be



Your Rig

under the data

Before addressing any request You
to verify Your identity. In all cases
as soon as reasonably possible.

As explained in the Retention Perio
to keep certain Personal Data for ¢
retention obligations but also to co
requested prior to the change or d

Your various rights at law include:

Your Right to ac

You may, at any time request Us t
processing Personal Data that con
shall have the right to access that
following information:
e What Personal Data We have,
e Why We process them,
e Who We disclose them to,
e How long We intend on keepin
e Whether We transfer them abr
to protect them,
e What Your rights are,
e How You can make a complain
e Where We got Your Personal D



Upon request, We shall (without ad
freedoms of others including Our o
Personal Data undergoing processi
the request, which period may be e
necessary, taking into account the
requests. We shall inform You of an
of receipt of the request, together w

Your Right of Rec

You have the right to ask Us to rectif
to complete incomplete Personal Da
seek to verify the accuracy of the da

Your Right to Era

Also known as The Rig

You have the right to ask Us to dele
shall comply without undue delay b
e The Personal Data are no longer
which they were collected; or

e You have withdrawn Your conse
process on the basis of Your con
legal ground to process Your Pe

¢ You shall have successfully exer
explained below); or

e Your Personal Data shall have b
e There exists a legal obligation to
e Special circumstances exist in €
rights.



In any case, We shall not be legally
erasure request if the processing of
e for compliance with a legal obli
(including but not limited to Our

e for the establishment, exercise,

There are other legal grounds entitli
although the two instances above
may be invoked by Us to deny such

Your Right to Dat

You have the right to ask Us to restri

process) Your Personal Data but onl

e The accuracy of Your Personal D

to data rectification above), for a

accuracy of the Personal Data; o

e The processing is unlawful and Y
Personal Data; or

¢ We no longer need the Personal

they were collected but You nee

establishment, exercise or defen

e You exercised Your right to objec

legitimate grounds to override Y

Following Your request for restriction
Personal Data, We may only process
e \Where We have Your consent; or
e For the establishment, exercise o
e For the protection of the rights of
person; or

e For reasons of important public i



Your Right to Dat

You have the right to ask Us to provi
shall have provided to Us) to You in
machine-readable format, or (whe
'ported’ directly to another data con
adversely affect the rights and free
only apply where:
e The processing is based on Your
of a contract with You; and

e The processing is carried out by

Your Right to Wit

(when we rely on cons

See Our Special Note on Consent f
right (which You may exercise at

Your Right to obj
processing

In those cases where We only proc
is 1.) necessary for the performance
public interest or 2.) when processi
of the legitimate interests pursued
shall have the right to object to pro
Us. Where an objection is entered, t
cease, unless We as data controller
legitimate grounds requiring the co
processing which outweigh the obj



When Your data is processed for direct m
have the right to object at any time to the
Personal Data, which includes profiling to
to such direct marketing.

For the avoidance of all doubt, when We p
when this is necessary for the performanc
necessary for compliance with a legal obl
subject or when processing is necessary t
interests or those of another natural persc
object shall not subsist.

Your Right to lodge ¢

You also have the right to lodge complaint
Data Protection Supervisory Authority. The
Malta is the Office of the Information and C
Commissioner (OIDPC).

We kindly ask that You please attempt tor

may have with Us first (even though, as stc
right to contact the competent authority a

PR

.......



What we may require f

As one of the security measures We implement,
position to help You exercise Your rights as descr
may need to verify Your identity to ensure that
to or share any Personal Data with any unauthor

Time limit for a respons

We try to reply to all legitimate requests within ©
receiving them. In some particular cases (for exo
is particularly complex or if You send Us multiple
take Us longer than a month. In such cases, we
accordingly and keep You updated.



The College Det

St Edward’s College a Foundation r
registration number (LPS-210) and
Dwardu, Birgu (Citta Vittoriosa), Cot
controller responsible for processin
place via the Site or in the manner
condensed privacy policy or notice

If You have any questions/ comme
wish to exercise any of Your individ
bursar@stedwards.edu.mt or by wri
address above) by phoning Us usin
27881199 (during normal office hour

Updates

We reserve the right, at Our comple
add and/or remove portions of this
are an existing client with whom W
You shall be informed by Us of any
Policy (as well as other terms and ¢
We shall also archive and store pre
Policy for Your review.

As a User of the Site with which We
or even a lawful way of tracing, it is
check for any updates to this Privac
deemed to be effective on the date
in the event that Our attempts to n
reach You.



